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Abstract

The research investigates the role of law enforcement in the recovery of assets from
cyber laundering offenses committed overseas. The study takes a normative legal
approach. According to the survey findings, dealing with cyber laundering offenses
whose earnings are deposited overseas necessitates the collaborative efforts @f many
agencies, including the PPATK, Police, Attorney General's Office, KPK, and the Ministry
of Law and Human Rights. In additiofffollaboration between agencies (agent to agent)
and Mutual Legal Assistance refer to the Law of the Republic @Jndonesia No. 1 of 2006
on Mutual Assistance in Criminal Matters and the Law of the Republic of Indonesia No.
7 of 2006 on Ratification of the United N@bns Convention Against Corruption (United
Nations Convention Against Corruption). Law enforcement against the Crime of Money
Laundering (TPPU) continue to face challenges in ggkh substantive law (material law)
and procedural law (ceremonial law), as outlined in the Money Laundering Law. The
restrictions in issue are those relating to establishing the predicate crime, and the
regulations governing reverse proof and its implications have not been controlled. In
reality, the aforementioned requirements are troubling and must be rectified soon in
order to provide legal clarity.

Keywords: Law enforcement; asset recovery; money laundering criminal

Introduction

The cybercrime arena has widened as a global plague since the increased use of
Internet and the overdependence of all commercialktivity on the Internet (Chawki,
2022; Zagaris, 2022). As an estimate, approximately 40% of the world population (2.5
billion) use the Internet, and another 1.5 billion people will get access to the internet
over the next four years (Goni, 2022). The number of connected devices with the
Internet has tripled from 13.4 billion in 2015 to 38.5 billion in 2020. Such illegal
financial activities, conventionally known as money laundering and bank frauds, are
now termed as cyber laundering, a kind of mechanism in which the Internet is used
to launder illegal money into ‘clean’ money (Richet, 2013).
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Money laundering now thus appears in a new garb of cyber laundering, an attempt
by cybercriminals to bye-pass laws and evade the law enforcement agencies (Scheau
& Zaharie, 2017). The Internet is responsible for the birth of this this new breed of
crime. Cyber criminals make use of several avenues to commit cyber laundering,
including online banking, e-gambling, online auctioning, cryptocrency, and digital
payments methods (Chawki, 2022; Mabunda, 2018). Various new and evolving
technologies have provided complete anonymity to cyber criminals, which further
increased their crime events and made it possible to disguise their illicit and unlawful
fund transactions (Mugarura & Ssali, 2020; Scheau & Zaharie, 2017).

Cyber laundering is carried out through some changes in the modus operandi of
hackers, who alter and optimize the existing payment mechanisms into fraudulent
methods. (Zagaris, 2022). There are at least two types of cyber laundering: first,
online gaming, in which the criminals launder money by opening numerous accounts
on various online games. Second, micro laundering, which is more popular as cyber
criminals use various sites like PayPal, job advertising sites, and like where online and
mobile micro-payments are connected with net banking services or credit cards to
avoid detection (Filipkowski, 2008). The money launderers move large amounts of
money through thousands of small electronic transactions to and from these payment
methods. It is difficult to detect such transactions because the criminals use virtual
credit cards, prepaid e-sims in their mobile phones, virtual currencies such as Bitcoin;
they often use a scammed bank account to make instant transactions, thus becoming
eligible to open a PayPal account or on any other similar payment portal (Mugarura
& Ssali, 2020; Scheau & Zaharie, 2017).

These cybercriminals can hack the ‘traditional’ money transfer mechanisms like
@ire transfers and online payments, cash deposits and withdrawals. They use
accounts opened with lost documents or documents of nominees hacked; they create
fictitious companies and make transactions in their accounts, and convert such stolen
funds into cash/cash withdrawals via banks ATMs (Wronka, 2021). The Budapest
Convention (Campina & Rodrigues, 2022) identified a few categories of cybercrime
offences that help in money laundering, namely cyber fraud to gain illegal possession
of funds, access information illegally; and hack the information management systems
of individuals and organizations to access their vital credentials. T main types of
money laundering crimes by cyber criminals include unauthorized removal of funds
from bank accounts, payments card fraud, use of malware and spread of computer
viruses, and attacks on websites

Several countries have passed legislations to fight against cyber laundering
(Chistyakova, Wall, @ Bonino, 2019; Joveda, Khan, & Pathak, 2019; Saputra, 2016;
Wronka, 2021) like Financial Action Task Force on Money Laundering (FATF), legal
frameworks of Anti Money Laundering (AML), besides having National Criminal
Justice Systerfi related to the financial sector (Zolkaflil, Nazri, & Omar, 2022). The
international Financial Crimes Enforcement Network (FINCEN) has released a series
of advisories for financial institutions to stay vigilant for cybercrime The European
Union has affo issued Ant-Money Laundering Directive (AMLD), which lists 22 money
laundering predicate offences, lifle human trafficking, drug trafficking, counterfeiting,
and theft. The European union introduced a new compliance obligation for firms to
screen their customers and transactions for evidence of cyber laundering activities.
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In order to prevent cyber laundering, in addition to laws and regulations, the
enforcement agencies also use another strategy, namely asset recovery (Byrnes &
Munro, 2022; Zolkaflil et al, 2022). Asset recovery aims at deterring money
laundering offenses and to eliminate criminals” hold on the assets, either by taking
away all the assets or confiscafghg any profits generated from such assets or by
freezing the assets, regionally or internationally, so th§lifjwealth can be returned to the
legitimate state or its owners. Confiscation is in the form of the seizure of prEjerty
belonging to the person who committed the crime, and who was responsible for the
loss of revenue to the state. Anti-Money Laundering Law allows the state to utilize the
confiscated wealth as state assets or restore them to the original owners. Thus, asset
recovery involves returning the assets of the criminal offense to their lawful owners.
Such asset recovery is done under the leadership of a prosecutor and within the
directions of a law enforcement agency (Brun et al., 2022)

This paper first examines money laundering and cybercrime as two fundamental
phenomena, from where cyber laundering originated. While exploring these two
disciplines, the paper also examined legal regulations that aim at preventing cyber
laundering, particularly in Indonesia. The paper also took the issue of asset recovery
as the right of the state or of the community, which suffered the loss due to cyber
laundering or any crime associated with Internet fraud or phishing. Hence the issue
in this research, also included justifying the repatriation of assets (asset recovery)
arising from money laundering offenses from overseas location with the help of
legislations.

Problem statement

There exists a huge network of cybercrime money laundering activates through
which criminals target vulnerable individuals and organizations, posing a threat to
the organized economy. The current global scenario is vulnerable to cyber laundering
owing to the data-driven financial landscape, which becomes an easy arena for
committing cybercrimes. Cybercriminals, by expldifing the Internet and the computer
systems, have created a parallel online network of financial services to execute money
laundering, fraud and other crimes. In 2015, cybercrime had c@it the global economy
around $3 trillion, which rose to $6trillion in 2021. This figure is expected to grow by
around 15% annually over the next 5 years, reaching around $10.5 trillion in 2025.

Due to the pandemic, there was too much reliance on online transactions for all
commercial and financial purposes which gave cyber criminals the opportunity to
devise newer nfithods of online fraud and theft. They were seen indulged in cyber-
events such as compromising or gaining unlawful access to the victim’'s computer
along with its data, resources and information. The cyber-enabled crimes such as
frauds, drug-dealing, sexual exfloitation, weapons trafficking, and online
blackmailing, also increased. other examples ifklude illegal access to computers and
networks via email phishing, hacking attacks, fraud and forgery committed with the
use of computers, online content-related crimes including cBlld pornography or
incitements to violence or racism, and last but not the least, intellectual property
crimes such as the unauthorized reproduction, distribution and sharing of
copyrighted materials such as films, music, and software, most of which have financial
connotations (Diniyya, Aulia, & Wahyudi, 2020).
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With the growing diversity in their modus operandi and making use of innovative
methods, it is very challenging for the banks, financial institutions and other
regulatory enforcement bodies to control these cybercriminals. It is important that
there exists a cybercrime money laundering response mechanism in every bank and
financial institution which alerts its customers against risk and insist for the
compliance of the safety measures.

Research Methods

This study utilized the normative legal document analysis methodology, for which
data was collected from secondary and tertiary legal archives. The juridical analytical
method examined the laws and regulations pertaining to cyber laundering and their
limitations (Karo & Sebastian, 2019). This analytical method is pertinent to
qualitative research designs (Creswell & Miller, 2000) and useful for deductive and
inductive reasoning required in normative research. The research data also included
the concerning laws and regulations, related to cyber laundering and assets recovery
or repatriation of laws. Moreover, conducting a research on cyber laundering
activities posed an inherent challenge, as most criminals and their banks are
inaccessible to discuss criminal offenses. Likewise, the victims are also not willing to
disclose their saga of fraud, and prefer anonymity to getting justice.

After the data was collected, it was filtered and irrelevant threads were discarded.
Consequently, the data available was analyzed thorough content analysis methods to
derive out threads, which were synthesize in the form of findings of this study.

Literature Review

e Anti-Money Laundering
Money Laundering crimes are becoming more diversified (Teichmann, 2017),
which result in both tangible and intangible losses. It is believed that such crimes
would offer a maximum penalty, thus deterring criminals from repeating their
activities. With money laundering becoming more prevalent in Indonesia, the
government has rfEjle every effort to prevent and destroy it. One method is
enadf#ent of rules on the prevention and eradication of money laundering offences,
e.g, Law No. 8 of 2010 on the Prevention and Eradication of Money Laundering
Crimes (Go & Benarkah, 2019). Although the Anti-Money Laundering Law regulates
[Enalties for money laundering criminals, this does not always diminish the number
of money laundering offences. This is because the punishment for criminals is
gef®rally incarceration, which is insufficient to deter money laundering (Levi, 2020).
Anti-Money Laundering (AML) comprises policies, laws, and regulations to
prevent financial crimes. AML originates from cybersecurity, which aims to combat
all types of cybercrimes through legislations. The Financial Crime Enforcement
Network (FinCEN) released cybersecurity guide to regulate financial services and
integrating cyber incidents with AMIEprograms. One of the guidelines is to
incorporate compliance units in every Information Management and Information
Security department. Senior money laundering managersin banks, brokerage houses,
and other financial services should familiarize with their company's cybersecurity
regimes, resources and security protocols. The FinCEN also issues advisory to all
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banks and financial institutions to understand the Bank Secrecy Act (BSA) obligations
related to cyber laundering and cyber-related crimes. The bank managers are
required to prepare a Suspicious AZEjivity Report (SAR), which would act as a tool to
track sufjicious activities as well as a part of anti-money laundering laws. The SAR
will also identify customers involved in money laundering, fifflud, or terrorist funding.
Such legislations require all financial units to set up cybersecurity units, risk
departments, fraud prevention units, BSA/AML management boards, AML intelligence
units, AML analysts/investigators and well trained network administrators. These
legislations can also provide training to the personnel involved in the business of Ehti
Money laundering, to timely detect offences and suspected money laundering. The
Budapest Convention on Cybercrime 2001 is the best example of international treaty on
cybercrimes committed via the internet and other computer networks. The convention
emphasized on harmonizing the regional laws with international regulations.

e Asset recovery laws

Money laundering criminals often attempt to divert the profits of their crime into
lawful enterprises, complicating law enforcement efforts There is a provision in the
form of restoring state financial losses, carried out by the seizure of assets arising
from criminal activities that have the following goals like (i) returning state assets
taken by corruptors; (ii) preventing corruptors from utilizing stolen assets to
perpetrate additional crimes like money laundering; and (iii) punishing those who
want to conduct corruption (Brun et al., 2022; Byrnes & Munro, 2022; Zolkaflil et al.,
2022). Law enforcement agencies called this provision as asset recovery practiced
through methods like confiscation, profit and loss, and other measures (Chistyakova
etal, 2019). When an asset is recovered, it is ensured that its value remains maximum
when it is returned to the state. Such an asset recovery is supposed to serve as a
deterrenceffd offenders of money laundering offenses. Because asset recovery seeks
to remove the perpetrator's link with the assets he has from the profits of a criminal
conduct, both athome and abroad, by taking the assets. This will make criminals think
carefully about money laundering since if they are found, they will face severe
punishment and their assistance may be seized.

Practices in numerous nations demonstrate that the problem of asset recovery has
been incorporated into the legal system, with the prosecutor's office serving as the
Miimary component. This legal practice stems from the prosecutor's office's function
as the hub of an integrated criminal justice system. In Indonesia, the prosecutor
should take the lead in asset recovery.

e Money launddff} g in Indonesia and Asset recovery laws
In Indonesia, money laundering is defined as any act that meets the elements of a
criminal act by the provisions of the law in Article 1 number (1) offi@w Number 15 of
2002 concerning the Crime of Money Laundering as amended by Law Number 25 of
2003 concerning Prevention of the Crime of Money Laundering as amended by Law
Number 8 of 2010 concerning Prevention and The Eradication of the Crime of Money
Laundering (UU TPPEE)(Saputra, 2016; Suryadi & Budianto, 2022; Yusuf, Chandra, &
Sinaulan, 2022). The definition of money laundering can also be found in Articles (3),
(4), and (5) of the Anti-Money Laundering Law, which state that "the crime of money
114
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laundering is a type of crime committed by either a person or a corporation
intentionally placing, transferring, spending, paying, granting, entrusting, bringing
abroad, changing the form, exchanging for currency or securities, or other actions on
assets which are known or reasonably suspected.”

The wealth accumulated through money laundering is turned into clean money
through three stages: placement, layering and integration. The Placement{§§lthe stage
in which one places cash derived from a crime into the financial system or attempts to
place it in demand deposits (cheques, bank drafts, certificates of deposit, etc.), to send
it back into the authentic financial system, particularly the banking system. The
Layering stage refers to an endeavor to move assets derived from illegal activity (dirty
P ney) that have been effectively placed with Financial Service Providers (particularly
banks) as a consequence of placement efforts to other Financial Service Providers.
Layering makes it harder for law enforcement to determine the origin of assets. By
doing so, it looks that the lawful business operations are the consequence of bank credit
rather than filthy money. The Integration stage attempts to employ assets derived from
criminal crimes that have entered the financial system through placement or transfer
in order for them to look as clean money for legitimate commercial operations or to
refinance illi§activities (Saputra, 2016; Suryadi & Budianto, 2022).f)

As stated in the Anti-Money Laundering Law, the regulation of asset recovery in
(he crime of money laundering has controlled attempts to take assets without penalty,
known as Non-Conviction Based (NCB) Asset Forfeiture (Maguchu & Ghozi, 2022;
Priyatno, 2018). Thef§ CB Asset Forfeiture mechanism positions assets suspected of
being the proceeds or means of criminal acts as legal subjects/parties, with the
parties consisting of countries represented by money laundering investigators as
applicants/prosecutors versus assets suspected of being the proceeds or means of
criminal acts as the respondent. This approach allows for the confiscation of assets
without the need for a judicial judgment for criminal actors.

The Ind@Egsian Asset Recovery law clearly state the policies related to the assets
recovered. According to Article 67 of the Anti-Money LaundefE}g Law, investigators
may petition the District Court to determine whether funds suspected of being the
proceeds of a criminal crime should be utilized as state assets or restored to those
entitled (Marwan, Jiow, & Monteiro, 2022). This article states that (i) [f no individual or
third party files an objection within 20 (twenty) days after the Tr&f8action's temporary
suspension, the PPATK can provide the management of Assets known or reasonably
believed to be the proceeds of crifie to the investigator for inquiry; (ii) if the accused
perpetrator of a criminal conduct is not located within 30 (thirty) days, the investigator
may petition to the district court for a determination that the aforementioned assets
are state assets or that they should be restored to those who are entitled to them; and
(iii) the court, as mentioned in section (ii), must make a decision within 7 (seven) days
(Go & Benarkah, 2019; Maguchu & Ghozi, 2022; Setiyawan, 2019).

Results and Discussion

Assetrecovery against money laundering is carried out in several countries during
the pre-confiscation stage for preparation and analysis, such as: seeing the priority of
confiscated assets, confiscation methods, profit and loss, management, and other
issues (Chistyakova et al., 2019) so that when the purchase is seized, it can be easily
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managed and its value remains maximum when it is returned to the state. The phases
of asset recovery are classified as Tracking, Blocking, Confiscation and Return. The
first phase of Tracking is the initial step when the investigator gathers and assesses
evidence pertaining to the assets of money laundering crimes concealed by the
offenders to be recognized, tallied, and counted. Tracking might begin during an
inquiry by searching for aspects of a criminal conduct during the study to discover
the suspect and his assets. Furthermore, the tracking process may begin even if no
cases exist. The second stage of Blocking is also known as the freezing stage. Blocking
may be defined as an attempt to prevent the assets of a criminal act from being
transferred to another person by temporarily freezing the aid ofa criminal. This stage
also allows investigators, public prosecutors, and courts to intervene. If the assets to
be banned are situated overseas, coordination between Indonesian and destination
country law enforcement officers is necessary. This is required for ease of blocking
and restoring assets to Indonesia. The establishment of Mutual Legal Assistance is
one of the actions made to ease the management of tlfEje assets.

The third stage of Confiscation, according t§fjthe Criminal Procedure Code
(KUHAP), is a set of steps taken by an investigator to take over and or retain custody
of moveable or immovable, tangible or intangible assets for use as evidence in an
investigation, prosecution, or trial. Confiscation, according to Indonesian criminal
law, is the seizure of property belonging to a person who has committed a crime as
an extra penalty imposed by a court in addition to the original criminal violation, as
provided in Article 10 of the Criminal Code (KUHP). The MLA Law also defines
Confiscation as a coerced attempt to seize rights to assets or income gained or
potentially obtained by persons as a result of illegal conduct undertaken in
accordance with court rulings in Indonesia or other countries. The final stage of
Return is a part of the criminal asset management process, which includes storage,
security, maintenance, appraisal, transfer, usage, utilization, distribution, and
criminal assets. Ifa criminal asset is purchased in another country, this stage of return
includes the procedure of returning the asset despite the local support. The person
nameffiin the court ruling is responsible for returning this asset. This is in accordance
with the Supreme Court of the Republic of Indonesia Regulation No. 1 of 2013 on
Procedures for Settlement of Applications for Handling Assets in the Crime of Money
Laundering or Other Crimes. The purpose of this regulation is to fill the legal void left
by Article 67 of the Money Laundering Law.

The return of assets arising from a criminal conduct is an attempt to take strategic
actions to secure assets suspected of having been earned through illegal profits. The
phrase “return of support” suggests that the possession of assets by criminal offenders is
not founded on legal considerations since they are the profits of crime. As a result, these
assets must be restored to the entity that has legal ownership of them, namely the state.
The state reclaims or repatriates’ assets that are rightfully theirs from criminals who
have illegally possessed these assets by returning purchases.

Returning assets is not just a procedure, but also a law enforcement operation
carried out via a variety of legal instruments. This is consistent with the findings of
Maguchu and Ghozi (2022), who defines returning assets resulting from criminal acts
as a law enforcement system carried out by countries victims of criminal acts to
revoke, confiscate, and eliminate rights to assets resulting from criminal acts through
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aseries of processes and mechanisms, both criminally and civilly, purchases resulting
from criminal acts, both domestically and abroad, are tracked, frozen, confiscated,
handed over, and returned to the state.

According to Sihite and Mustofa (2021), criminal activities are used as a tool or
method to accomplish further unlawful actions, and they serve as a deterrent to
offenders and prospective perpetrators of criminal acts. According to the formulation
of this understanding, there are several essential elements of returning assets
resulting from criminal acts, namely:

a. Assetrecovery is a law enforcement system;

b. Law enforcement is carried out both through criminal and civil channels;

¢. Assets resulting from criminal acts are tracked, frozen, confiscated, confiscated, handed
over, and returned to the state victims of the crime through these two channels;

d. Tracking, freezing, confiscation, handing over, and returning to the state victims

1) Restoring the loss to the victim of a crime caused by the perpetrator of the crime;

2) Preventing criminal perpetrators from using or utilizing these assets as tools or
facilities to commit other illegal acts, such as money laundering, terrorism, and
other transnational crimes; and

3) Acting as a deterrent to other parties who inttad to commit a crime.

Returning the assets of a criminal offense is a law enforcement system, that
requires a process of removing rights to the help of the perpetrator from the victim
country by, among other things, removing rights to the perpetrator's assets civilly or
criminally; this can be done thf§ugh confiscation, freezing, and confiscation, both
locally and regionally, as well as internationally, so that wealth can be returned to the
legitimate state (victim). The theory of asset return, on the other hand, is a legal
theory that describes the legal system for creating assets based on social justice
principles, which offers capacities, obligations, and responsibilities to state
institutions and legal institutions in order to provide protection. Opportunities for
individual prosperity in society.

Thisapproach is founded on a basic principle: do what is good for the state. The rights
of the state include state duties that are individual rights of the community, ensuring that
the code is equitable and consistent with the idea of offering to the people what the
people's rights are. When the practice of moving assets crosses national borders, it
becomes more difficult to trace the outcomes of illegal activities, particularly corruption.
The return of assets resulting from illegal actions committed by perpetrators abroad can
be carried out by referring to the provisions of the United Nations Anti-Corruption
Convention (KAK), which consists of four (four) stages, which are as follows:

a. asset tracking to track assets;

b. preventive measures to stop the movement of assets through freezing or
confiscation mechanisms; and

c. confiscation, and only after going through and fulfilling these stages can the stages
be completed. One of the highlights of creating KAK has been attempts to return
assets that were purchased/obtained unlawfully, either directly or indirectly.
These assets are often so valuable that their repatriation necessitates a difficult
process (Mendell, 2017).
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The capacity of investigators to uncover signs of ownership of unlawfully acquired
money and assets or locate the offenders is critical to the effectiveness of monitoring
money laundering crimes, public sector crimes, and economic crimes in general
(Mendell, 2017). Tracking often shows malevolent intent, identifies criminals, and
may pave the road for the confiscation and surrender of illegally acquired revenues
by freezing or seizing or confiscating assets. If the frozen or seized assets are within
the legal jurisdiction of the victim's nation, the order allows for prompt freezing or
confiscation. Assume the assets are beyond the legal jurisdiction of the victim nation
but within the legal jurisdiction of another country (recipient country). In such
instance, the freezing and confiscation order may only be carried out by the
destination country's responsible government.

There are two ways to carry out the victim country's freezing or confiscation order
in the receiving country's legal jurisdiction, namely: (i) If the national law of the
beneficiary country allows the compgent authority of that country to carry out a
freezing and confiscation order issued by the competent authority of another country
from which the assets were obtained illegally, the demand from the victim country
can be carried out.(ii) If the receiving country's national law prohibits its agencies
from carrying out freezing and confiscation orders issued by competent authorities
of other countries, the leaders of the victim country must request that the receiving
country's competent authorities issue orders freezing or confiscating assets illegally
placed in the receiving country.

Furthermore, during the stage of asset confiscation, a confiscation order is
generally issued by the receiving nation's court or competent body after a court
judgment imposes a crime on the offender of a crime in the victim country.
Confiscation may be carried out without a court order if the perpetrator of the offense
has died or gone, or if the prosecutor, as the public prosecutor, is unable to prosecute.
With a confiscation order, the victim country's court or competent authority demands
that the confiscation order be carried out by the receiving government. The
confiscation order may be executed if the recipient country's national legislation
allows the competent authorities to carry out the confiscation order. However,
suppose the beneficiary nation's federal legislation prohibits its police from carrying
out a confiscation order issued by another country (the victim's country). In such
instance, the victim country's responsible government must request that the
receiving country's leaders issue a seizure order for the assets.

In addition to the legislative measures, asset recovery operations are carried out in
collaboration with the Stolen Asset Recovery Initiatives (STAR). The World Bank (World
Bank) and the United Nations collaborate with STAR in order to promote international
cooperation in recovering assets originating from criminal crimes, particularly in poor
nafins. Stolen Asset Recovery Initiatives (STAR) aims to give actual supportto Indonesia
in the recovery of assets stolen through criminal activities.

The following are examples of STAR activities, particularly in Indonesia: (1)
Development of Asset Recovery Capacity. Stolen Asset Recovery Initiatives (STAR)
Initiative assists in improving the quality of human resources possessed by asset
recovery agencies in Indonesia. (2) Legal Structure. Stolen Asset Recovery Initiatives
(STAR) worked with Indonesian law enforcement to revise the Asset Confiscation Bill
(RUU) and the Anti-Money Laundering Law. (3) Technical Support. Stolen Asset
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Recovery Initiatives (STAR) offers technical support through hosting worldwide
conferences. Representatives from each nation may create collaboration relating to
asset recovery or relevant MLA submissions in this forum. Friends of STAR is a
worldwide networking group comprised of finance ministers and international
central bank governors.

Asset recovery operations are also carried out in partnership with MLA (Mutual
Legal Assistance) between Indonesia and Switzerland. With this collaboration, the
Indonesian government may petition for the banning of accounts associated with the
criminal offender’'s crime. Furthermore, the transaction data collected from the Swiss
bank may be used as legal evidence in court. In Indonesia, asset return law
enforcement includes several law enforcement agencies, including PPATK, police,
prosecutors, KPK, the Ministry of Law and Human Rights, and the Ministry of Foreign
Affairs, are still not properly coordinated. In general, the prosecutor's office serves as
an organization that manages seized assets. It is therefore the prosecutor's
responsibility to preserve the worth of the assets so that they dofB3t deteriorate. The
prosecutor's office should establish a work unit dedicated to asset recovery. The
Asset Recovery Center is the name of the group (PPA). The PPA’'s principal duty and
role is to offer services for collecting criminal assets and restoring criminal assets to
those who are entitled, including the state.

Conclusion
Based on the preceding discussion, the following conclusions can be drawn:

a. When dealing with money ldfindering crimes with proceeds stored abroad, law
enforcement officers require the integrated cooperation of v@rious agencies, such
as PPATK, Police, Attorney General's Office, KPK, and the Ministry of Law and
Human Rights. As well as cooperatifffi between agencies (agent to agent) and
Mutual Legal Assistance (referring to the Law of the Republic of Indonesia No. 1 of
2006 on Mutual Assistance in Criminal Matters and the Law of the Republic of
Indonesia No. 7 of 2006 on Ratification of the United Nations Convention Against
Corruption (UN Anti-Corruption).

b. Whereas, as stipulated by the Money Laundering Law, law enforcement against the
Crime of Money Laundering (TPPU) continues to face impediments in both
substantive law (material law) and procedural law (ceremonial law). The
restrictions in issue are those relating to establishing the predicate crime, and the
regulations governing reverse proof and its implications have not been controlled.
In reality, the aforementioned requirements are troubling and must be rectified
soon in order to provide legal clarity.

Some recommendations may be made based on the findings and conclusions of the

study:

a. Improving coordination among law enforcement authorities, such as PPATK,
Police, Attorney General's Office, KPK, Ministry of Law and Human Rights, and
Ministry of Foreign Affairs, as a form of integrated cooperation, to address the issue
of money laundering, whether deposited overseas, and subsequently asset
recovery under the prevailing laws.
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b. Enacting rules and regulations governing reverse evidence and its implications, in
order to provide legal clarity about the crime of money laundering, wherever
deposited by the cyber laund @rs.

¢. As the use of Internet grows, opportunities for criminals to involve in their money
laundering scams continue to grow. This creates an increasingly difficult situation for
various law enforcement agencies that are already being put to the test by such criminals
who devise myriad untraceable means to launder illegally obtaiffdd money. As
individuals, it is the responsibility of the state and financial institutions to stay informed,
and always be aware of the methods these criminals use to launder money illegally.

In addition, the practice of cyber laundering can be stopped by early detection of crime
being planned or a mechanism being created. The financial agencies and law enforcement
bodies should develop an investigationplan, gather enough information about money
launder and their modus operandi, and look for evidence of origins of criminal property
including circumstantial evidence, forensic evidence an@use of audit trails. For the
purpose of asset recovery, it is important to confiscate all proceeds of crime acts, obtain
information about bank accounts and restrain any future criminal proceedings.
Surveillance measures must continue through specialist cybercrime investigation units.
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