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Electronic administration system is one of the best solutions in the 
current digital era, electronic-based systems are considered to make it 
easier for an organization to process data and can reduce the possibility 
of data loss due to human error or natural disasters. The current 
administrative data management application is called the Electronic 
Office (E-Office). The E-Office handles data for incoming mail, 
outgoing mail and mail disposition. There are frequent delays in 
receiving information and validating letter files that are still carried 
out using physical files, so the mobile e-office is a solution that can be 
used by an agency to make it easier for workers to access information 
more quickly and can be done anywhere. Data security is an important 
thing that needs to be considered in an electronic transaction, so this 
research will add data security to the mobile e-office using sha-256 
and lamport schemes. We present data on the results of this mobile e- 
office test on mobile devices and virtual private servers (vps), the data 
is in the form of functional application performance testing results and 
records of processing time performed by mobile and vps devices. 
From this data an analysis will be carried out to determine the 
appropriateness of the devices that can be used in running a mobile e- 
office. 

Copyright © 2017 International Journal of Artificial IntelligenceResearch. 
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I. Introduction 
Electronic administration system has been considered as the effective and efficient solution for an 

organization to process the administration data and reduce the possibility of data loss due to human 
failure or natural misfortunes. One of the administrative data management systems in an organization 
is the Electronic Office (E-Office). E-Office is an administrative and centralized service used by 
organization, where data, information, and communication are stored and disseminated through 
several forms of telecommunications [1-2, in 3], including the most emerging platform that is mobile 
apps. Hereafter, the availability of mobile e-office system may intensify the efficiency of 
administration processes and cost, since all data are stored centrally, quick data access, accurate and 
real-time due to the use of internet network, and possibility to provide a prompt report based on the 
existing data. Mobile e-office also handles incoming and outgoing mail, instant messaging, including 
a fast letter disposition among staffs and managements. 

In the process of signing the letter approval, the conventional and traditional way by giving the 
hand signature on the printed physical paper is still dominant. Apparently, the delay may occur when 
the authorized person is out the office or busy. In large scale, those delays may cause problems in 
the organization’s business processes. Even though the electronic signature is officially valid under 
the law (Indonesian Government Regulation No.82/2012 concerning Implementation of Electronic 
System and Transaction). To cope with this issue, this study proposes a mobile e-Office system that 
can be used as a tool to validate the official letter and other administrative actions. The developed 
mobile e-Office utilizes the electronic signature as a media of approval in an electronic letter which is 
expected to reduce the risk of delay in the approval of an official letter. 
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In an electronic system there is a part that must be considered, namely the data security of the 

system. 
The developed mobile E-office proposes a data security system using Lamport’s signature 

scheme with SHA-256 cryptographic hash algorithm. The scheme is used to verify the application 
users, where only authorized parties can receive and open data from the electronic mail. The focus 
of this study is to analyzes the performance of mobile devices and virtual servers in processing the 
SHA-256 and the Lamport scheme when deployed in the mobile e-Office system. 

 
II. Research Methodology 

A. Research and Development Method (R&D) 
Research and Development (R&D) methods are one type of research method. This method can be 

interpreted as a scientific way to research, design, produce and test the validity of the products that 
have been produced. Accordingly, the activities can be shortened to 4P (Research, Design, Production 
and Testing) [4-7]. 

This research enters into level 4 i.e., making and testing the effectiveness of the product, namely 
the e-Office application based on mobile application. Developing a mobile e-Office application was 
completed by examining the potentials and problems, then conducting literature studies and gathering 
information, followed by designing products by making product designs which are then validated to 
see the deficiencies of the product designs being made. After the design is validated, then make the 
product as previously designed and will be tested into three tests, namely limited trials, main field 
trials and operational field trials. Each trial has a product revision stage to correct product deficiencies 
after being tested. 
B. SHA-256 

SHA-256 was designed by the National Institute of Standards and Technology (NIST) in 2002. 
SHA-256 produces a message digest with a length of 256 bits. SHA-256 is a one-way hash function, 
because it is not possible to find messages from the message digest generated [8-11]. Table 1 shows 
the comparison of hash functions. 

 
Table 1. Comparison of hash functions 

Algorithm 
and 

Variant 

Output 
Size 

(bits) 

Internal 
State 
Size 
(bits) 

Block 
Size 
(bits) 

Max 
Message 

Size 
(bits) 

Word 
Size 
(bits) 

 
Rounds 

 
Operations 

 
Collisions 

Found 

SHA-0 160 160 512 264 - 1 32 80 +,and,or,xor,rot Yes 
SHA-1 160 160 512 264 - 1 32 80 +,and,or,xor,rot None (252 Attack) 
SHA- 

256/224 256/224 256 512 264 - 1 32 64 +,and,or,xor, 
shr,rot None 

SHA- 
512/384 

512/384 512 1024 2128 - 1 64 80 +,and,or,xor, 
shr,rot None 

 

As can be seen from Table 1, SHA-0 and SHA-1 have bit length of 160 bits, this is weaker than 
SHA-256 which has bit length of 256 bits. Moreover, SHA-256 has smaller number of rounds 
compared to other hash functions which is as many as 64 rounds. This makes the SHA-256 hash 
more secure than the SHA-0 and SHA-1 hashes and faster in data processing than other hash functions 
above. 
C. Lamport Schemes 
Lamport scheme is a digital signature scheme that is used only once where the private keys are used 
as a tool to verify data [12-13]. By implementing Lamport scheme, each data transmission will be 
hashed, by which the results in a key that is divided into 2, namely the primary key and the public 
key. The primary key will be stored in the database and the public key is then distributed to the user 
as an authentication tool to access files. The two keys will produce two digital signatures, the first is 
the original digital signature consisting of the original private key and public key that has not been 
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distributed to the user, and the second is the user's digital signature, which is a digital signature 
consisting of a public key that comes from a user requesting file access and a private key from the 
database. These two digital signatures will be validated and produce two conclusions, those are valid 
and invalid, if valid then the user can access the file and if it is not valid then the user cannot access 
the file. 

 
III. Result and Discussion 

A. Mobile E-Office Design 
The mobile e-Office application was developed based on Android, with a minimum version of 

Android 7. The application was built using Android Studio 3.6.3, Apache Web Server 2.4.43, PHP 
7.4 and MariaDB 10.4.11. Mobile e-Office is designed to be used by multiple users, which are 
grouped into user levels, namely level 1 to level n. Figure 1 describes the development flowchart of 
the proposed mobile e-Office. 

 

Fig. 1. Flowchart of Mobile e-Office 

B. Implementation of SHA-256 and Lamport Scheme 
The application of SHA-256 and the Lamport Scheme on the mobile e-Office is divided into two 

processes, namely the process of uploading files into the database and the process of retrieving files 
from the database [14]. The process of uploading files to the database included the creation of a 
private key, which is obtained by randomizing the number by the system, and then hashing it using 
SHA-256 to produce 256 pairs of bit numbers. After obtaining the private key, the next process is to 
create a public key that is obtained through the same hash process as in creating a private key by 
randomizing the number then hash the number using SHA-256. This public key will be published to 
each user as a key to verify data, the next step is to save the public key and private key that was 
previously created into the database for the data verification process. The next process is to combine 
the public key and private key that have been stored in a database called a digital signature [15]. The 
digital signature is not stored in the database since it is only used as a data verification tool. The next 
step is to encrypt the letter using SHA-256 and save it in the database. When the storage process is 
successful, the system will notify you that the file has been successfully saved into the database. 
Figure 2 shows the processes involved in mobile e-Office. 
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(a) (b) 

Fig. 2. Process on Mobile E-Office, (a) Upload Files, (b) Retrieve Files 
The process of retrieving files in the database will be displayed to the users who will validate them 

by means of an electronic signature on the electronic mail file. In the process, the user first gets a 
notification that there is a new letter that has not been read, then the user makes a request to open the 
file. After the request is received by the system, the system separates the message content in the form 
of a public key and a letter ID. The system will then retrieve the properties of the letter that have been 
stored in the database in the form of a private key, public key and letter file. Validation requires the 
original private key and public key that has been stored in the database before the public key is given 
to other users. The original private key and public key will be combined then hashed to produce a 
digital signature. The identical procedure is done with the public key obtained from a user request 
who is requesting access to a letter file. The user's public key will be combined with the private key 
that has been retrieved from the base. The data is hashed using SHA-256 which generates the digital 
signature of the user's request. After obtaining two digital signatures, the next process is to match the 
two digital signatures without saving them into the database, from this stage it will produce two 
conditions, i.e., valid and invalid, if the conditions are valid, the file will be decrypted by the system 
and then displayed to the user for validation. And the next thing is if the condition is not valid, then 
the file will not be decrypted by the system and a failure warning will appear on the system. 
C. Device Testing 

The testing of the device is divided into two groups, namely testing the functions in the application 
and testing the processing time in one work cycle [16]. Testing the application function is testing the 
functions of the e-office mobile application in implementing SHA-256 and Lamport scheme. Main 
functions of the tested Lamport scheme are private key generation, public key generation, file 
encryption, digital signature creation, digital signature validation and file decryption. Based on the 
functional testing of the developed mobile e-Office, the implementation of SHA-256 and the Lamport 
scheme was successfully carried out. The depicted picture can be seen at Figure 3 to Figure 8. 

 
 
 

(b) 

(a) 
Fig. 3. Generate Private Key, (a) Modul Generate Private Key, (b) Result of Private Key 

use Ramsey\Uuid\Uuid; 
class Signature extends CI_Controller{ 

public function private_key(){ 
$privatekey = hash(‘sha256’,Uuid::uuid4()); 
echo $privatekey; 

} 
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(b) 

(a) 
Fig. 4. Generate Public Key, (a) Modul Generate Public Key, (b) Result of Public Key 

(a) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

(b) 
Fig. 5. File Encryption, (a) Modul File Encryption, (b) Result of File Encryption 

use Ramsey\Uuid\Uuid; 
class Signature extends CI_Controller{ 

public function public_key(){ 
$publickey = hash(‘sha256’,Uuid::uuid4()); 
echo $publickey; 

} 

function hw_encrypt_file($file, $destination, $passphrase){ 
$handle = fopen($file, “rb”) or die(“Could not open a File.”); 

$contents = fread($handle, filesize($file)); 
fclose($handle); 

$iv = substr(md5(“\x1B\x3C\x58”.$passphrase, true), 0, 8); 
$key = substr(md5(“\x2D\xFC\xD8”.$passphrase, true) . md5(“\x2D\xFC\xD9”.$passphrase, true), 0, 24); 

$opts = array(‘iv’=>$iv, ‘key’=>$key); 
$fp = fopen($destination, ‘wb’); 

If(!$fp){ 
return false; 

} 
stream_filter_append($fp, ‘string.rot13’, STREAM_FILTER_WRITE, $opts); 

if(!fwrite($fp, $contents)){ 
return false; 

} 
fclose($fp); 
return true; 

} 
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(b) 

(a) 
Fig. 6. Digital Signature Creation, (a) Modul Digital Signature Creation, (b) Result of Digital 

Signature Creation 

 
(a) 

 
 
 
 
 

(b) 
Fig. 7. Digital Signature Validation, (a) Modul Digital Signature Validation, (b) Result of Digital 

Signature Validation 
 
 

(a) 

$publicKey = hash(‘sha256’,Uuid::uuid4()); 
$publicKey = hash(‘sha256’,Uuid::uuid4()); 
$concat_key = $privateKey.$publicKey; 
$signature = hash(‘sha256’,$concat_key); 

$surat_ = $this->Surat_model->findFirst([‘surat.surtId’=>$surat_Id]); 
$public_key_db - $this->db->get_where(‘surat_public_key’,[‘supkSurtId’->$surat_Id])->row(); 
$pub_key - $_POST[‘pubkey’]; 
$signature_db = hash(‘sha256’,$surat_->surtPrivKey.$public_key_db->supkPubKey); 
$signature_req – hash(‘sha256’,$surat_->surtpPrivKey.$pub_key); 
if($signature_db--$signature_req){ 

@header(‘Content-Type:application/pdf’); 
$decrypt_file = hw_decrypt_file(UPLOAD_ENC_FILE.$surat_->surtFile,$signature_db); 
fpassthru($decrypt_file); 
return; 

}else{ 
$status – 403; 
$message = [‘message’=>’Signature tidak valid.’]; 

} 

function hw_decrypt_file($file,$passphrase){ 
$iv = substr(md5(“\x1B\x3C\x58”.$passphrase, true), 0, 8); 
$key = substr(md5(“\x2D\xFC\xD8”.$passphrase, true) . md5(“\x2D\xFC\xD9”.$passphrase, true), 0, 24); 
$opts = array(‘iv’=>$iv, ‘key’=>$key); 
$fp = fopen($destination, ‘rb’); 
stream_filter_append($fp, ‘string.rot13’, STREAM_FILTER_READ, $opts); 
return $fp); 

} 
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(b) 
Fig. 8. File Decryption, (a) Modul File Decryption, (b) Result of File Decryption 

. 
The next test is testing the processing time. The test will be carried out using four units of mobile 

devices and two VPS with different specifications. The testing of processing time on the mobile e- 
Office has been carried out using five electronic mail files of different sizes. The specification of 
mobile devices and the VPS, and size of the files are shown respectively at Table 2, Table 3, and 
Table 4. Furthermore, the result of testing devices is shown in Table 5. 

 
Table 2. Specifications of Mobile Device 

Device Name Operating System 
Memory 

CPU 
 
 
 
 
 
 

Table 3. Specifications of VPS 
Device 
Name Operating System Memory CPU Data Transfer 

RAM SSD 
VPS 1 CentOS 7 2 GB 50 GB 1 Core 2 TB 
VPS 2 Linux Debian 10 4 GB 80 GB 2 Core 2 TB 

 
Table 4.  Size of Files Testing 

 

Files Name Size 
File 1 177 KB 
File 2 266 KB 
File 3 1 MB 
File 4 2 MB 
File 5 3 MB 

 RAM Internal Storage  
Mobile Device 1 Android 7 2 BB 16 GB Octa Core 1.6 GHz 
Mobile Device 2 Android 8 2 GB 16 GB Octa Core 1.6 GHz 
Mobile Device 3 Android 10 4 GB 64 GB Octa Core 2.0 GHz 
Mobile Device 4 Android 10 6 GB 128 GB Octa Core 2.31 GHz 
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Based on the result, the larger size of the letter files processed by the mobile e-Office, the longer 

it will take for the system to process the electronic mail file data. Meanwhile, there is also an 
interesting result when the lower specification server (VPS1) outperformed the higher specification 
one (VPS2) when processing five electronic mail files using the same mobile device. The most basic 
difference between those two VPSs are in the embedded operating system, VPS 1 uses the CentOS 
7 operating system and VPS 2 uses the Debian 10 Linux operating system. The embedded operating 
system of CentOS7 has significant impact in the processing time. 

 
Table 5. Results of Testing Device 

Type of Devices Total Completion Time of One Work Cycle 
 

Mobile Devices VPS File 1 File 2 File 3 File 4 File 5 

Mobile Device 1 VPS 1 1039,27 1903,49 2128,65 3318,45 8395,23 

Mobile Device 1 VPS 2 3870,24 3210,92 3173,66 4195,07 23050,37 

Mobile Device 2 VPS 1 842,66 2129,75 2602,23 3392,25 8440,96 

Mobile Device 2 VPS 2 1570,98 1543,47 3118,55 3729,86 12778,28 

Mobile Device 3 VPS 1 1541,76 2240,17 3131,77 3710,37 10597,67 

Mobile Device 3 VPS 2 7227,07 5035,16 3803,25 4581,08 12590,74 

Mobile Device 4 VPS 1 1531,93 2293,03 2983,25 4128,07 10287,83 

Mobile Device 4 VPS 2 2538,72 2194,77 4035,97 5088,14 17164,96 

 Average: 2520,33 2568,85 3122,17 4017,91 12913,26 

D. Analysis Performance 
As described previously, the proposed e-Office application has two level of security. The first level is 
the deployment of username and password when accessing the application. The second level is the 
deployment of SHA-256 and the Lamport scheme. Based on the test cases on these two security levels, 
the hardware and software used significantly affect the performance of the e-Office mobile application, 
as can be seen on Figure 9. Based on Figure 9, file 1 with a size of 117 kilobytes, the average total 
processing time is 2520.33 ms, making it the smallest average total processing time among the five files 
tested. Whereas file 5 which has the largest file size among the other files tested gets an average total 
processing time record of 12,913.26 ms with a file size of 3 megabytes, this makes file 5 has the longest 
average total processing record compared to other tested files. The test results show that the file size can 
also affect the performance of the device in processing letter files. The larger the file size being 
processed, the longer it will take to process electronic mail files. 

 

 
(a) 
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(b) 

(c) 

 
(d) 

Fig. 9. Result Mobile Device Testing, (a) Mobile Device 1, (b) Mobile Device 2, (c) Mobile 
Device 3, (d) Mobile Device 4 

 
IV. Conclusion 

Mobile e-office is a system that can be used to make it easier for workers in an agency to obtain 
information and take action on official letters anywhere. The results of the analysis show that the 
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mobile device 1 with the lowest specifications of the device used for testing is by using the Android 
7 operating system, 2 GB of RAM memory, 16 GB of internal storage memory and a Octa Core 
1.6GHz CPU capable of running mobile application functions. E-Office which implements SHA- 
256 and the Lamport scheme as a method of data security for electronic mail files, thus enabling other 
devices that have specifications exceeding the specifications of to be able to run this mobile e- office. 
Based on the results of testing against time, data can be analyzed that the file size, the operating 
system used and the hardware of the mobile and VPS have an effect on the performance of mobile E- 
Office. 
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