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Abstract. The quality of steganographic images can be determined from several aspects.
One of the testing techniques on steganography is cropping which is part of robustness
testing. Under cropping process, it is possible that the secret message cannot be extracted from
the stego-image. This happen because the pixels values on the stego-image embedded message
changed and the message content on the stego-image will be lost. In this research we propose a
new approach for solving that problem by using the algorithm based on Sequential Technique
where the input process starts from the center of the cover. The secret information in the form
of image and the cover image is also an image. By using this method, the secret image is safe
although the cropping is done from left, right, above or bottom of the stego image.

1. Introduction

Steganography is the science and art of hiding messages that involves two procedures. First process is
insertion of the message. In this process a message is hidden in a certain media, such as images,
sounds, text, video, audio, the media to hide the message is called steganography cover. The second
procedure is to send the Steganography cover to the recipient without arousing suspicion, and also
how the recipient can extract the secret message.

Steganography can be applied to digital technologies such as audio, images, videos and every file
which are stored in bits [1, 2]. Utilization of Steganography in everyday life can be applied in data
exchange over the internet, exchange of data via short messages, social media and data hiding on
Personal Computers (PC).

The media of steganography in this study is image. The image quality of steganography is
determined from the reliability of the algorithm or technique used during the insertion and extraction
process [3]. There are several methods of testing image quality from steganography :

1) Fidelity, refers to the ability to process an image accurately, without any visual distortion or loss
of information by measuring values Peak-Signal to Noise-Ratio (PSNR) [4].

2) Robustness, this method performs attacks in the form of steganalyst or image manipulation by
attacking the Stego-image with image processing attacks such as cropping, blur, noise and others
[5, 6].

@I_, Content from this work may be used under the terms of the Creative Commons Attribution 3.0 licence. Any further distribution
> BY of this work must maintain attribution to the author(s) and the title of the work, journal citation and DOI.
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Robustness is a big problem in steganography because in general the stego-image is not resistance
to image manipulation attackgor the message will be damaged when extraction is done after
(Robustness manipulation) [7].“One way to test robustness is to crop the image. The cropping will
cause damage to the secret message when the extraction process is carried out because the pixels value
in the stego-image change in value. According to previous research, that attacks carried out on the
stego-image can make the hidden message on the cover corrupt [8, 9]. One of the most effective
attacks on stego-image is cropping attacks. Cropping is one image processing that removes some or
pieces of a particular image. In general, the messages hidden in stego-image are at the last bit and are
located in the upper left corner of the image. So, when a stego-image is cropped, the message hidden
in the image will be difficult to be extracted [10].

The paper is organized as follows: after Introduction given in Section 1, Data dan Methods will be
given in Section 2. In Section 3 the Results and Discussion will be provided, followed by Conclusion
in Section 4.

2. Data and Methods

2.1. Data

The steganography covers and secret images used for the testing in this study are images with several
extension formats namely jpg and png with various sizes and dimensions of pixels. Based on the
distribution of color types in the image, for this study only grayscale type images have 256 intensity
values [11] to be used. If the image is used as a cover or secret image in RGB format, the image will
automatically be converted into a gray scale image.

2.2 Research Methods

2.2.1 Research Framework

The research framework is basically a framework of the relationship between concepts that will be
observed or measured through research that will be conducted. Several steps taken to complete this
research are Identification Problems, Opportunity, Theory, Approach, Identification & Assessment,
Proposed, Validation and Result. More details the concept of the research framework can be seen in
figure 1.
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Figure 1. Research Framework
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9.2.2 Center Sequential Technique
Basically there are two ways of inserting messages through pixels on Steganography. First technique
is using random pixels where bit of secret data is randomly embedded into cover pixels of
Steganography: the second technique is using sequential pixels where the bit of the secret data is
inserted sequentially according to how the algorithm works and the method used [12]. This research is
introducing a message insertion in a sequential way, where the bit of secret message is inserted from
the center of the cover image. In general, the procedure of the Center Sequential Technique algorithm
are as follows:

Read the size of cover images and secret images.

Check whether the message size is larger than the size of the cover image.
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W = width of the cover image | Xsare =

H = height of the cover image | X;pq =

x= width of the message | Yerqre =
image

¥ = height 0of the message | Yepng =
image

Map pixels from both images.

Make a temporary image to use as an output image.
Change the values of each pixel in the cover image and message into binary form as shown in

figure 2.
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Figure 2. Changing Pixel Values in Binary Form

doi:10.1088/1742-6596/1338/1/012063

Determine the coordinates of the message image planting to the center position of the cover image.
The message image size must be smaller than the size of the cover image.
Determine the value X¢gpe, Xongs Yerares and Yopg through the width and height of the cover image
(W, H) and the message image (X, ¥).
Determine the position of the message image that will be placed on the cover image by using the

functions in equations (1) and (2).

the message start point is
inserted from the width of the
cover image

the message endpoint is left out
of the width of the covegimage
the starting point of them;ssage
is inserted from the height of the
cover image

the endpoint of the message is
inserted from the height of the
cover image
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Q. Results and Discussion

3.1 Algorithm Model Center Sequential Technique

Each Steganography algorithm must have its own model to process the insertion and extraction of data
into the cover. This will later determine the quality of the image used as Stego-image. This research
proposes a new model and technique on Steganography by placing a secret image pixel in the middle
position of the cover image. Although Stego-image trimming has been done the secret image will
remain intact during the recovery process.

ﬁ Image Secret Center Sequential
Technique
T
Sender % Stego Key

— Embedding
Image Cover
Stego [Image
R
& « Sy !
Receiver Image Secret Stego Key

Extraction

Figure 3. Algorithm Model Center Sequential Technique

Figure 3 is a process model in Center Sequential Technique. The following is insertion process of

center sequential algorithm:

1. The sender prepares an image cover and secret image where the image secret should be a smaller
size than the cover image, while for the image format can be JPG and PNG.

2. Determine the Stego-key that is used as a reference during the extraction process. The Stego-keys
used are based on the dimensions of the cover image.

3. After determining the stego key the next process is to implement the Center Sequential Technique
algorithm to combine cover images and secret images. This process will produce a Stego-image
with a design simulation in figure 4.

Figure 4. Stego-image simulation using Center Sequential Technique

5/9



ICASMI 2018 1OP Publishing

IOP Conf. Series: Journal of Physics: Conf. Series 1338 (2019) 012063  doi:10.1088/1742-6596/1338/1/012063

4.Qhe Extraction process is done by reading the Stego-key, if appropriate, it will produce the Secret
Image according to the one sent from the sender.

3.2 Test Results

3.2.1. Fidelity

Fidelity testing is used to measure the quality of the Stego-image and test the reliability of the
Steganography algorithm used by calculating the value of Mean Square Error (MSE) and Peak-Signal
to Noise-Ratio (PSNR). MSE and PSNR values can be calculated using equations (3) and (4) [4].

N 2
MSE = $2f=1 ZJ.=1(SXY - ny)_ .................. (3)
(¥ 2
PSR =Wape o) i (@)

XandY = Point coordinates on the image.
M and N = Image Dimension.
S = Inserted Image (Stego-Image).
C = Original Image (Cover Image).
Cmax = The Largest Pixel Value in the Overall Image.

Table 1. PSNR Value Testing Results

Cover Steganography Secret Image Stego-Image
Q. . . . File Name Size i
ile Name Size (KB)  File Name Size (KB) (KB) (db)
Qoverl.jpg 1.202 éecretl.png 9 Stegol.png 1.174 51.140
Cover2.jpg 446 ecret2.jpg 11 Stego2.png 873 51.992
Cover3.jpg 190 Secret3.jpg 3 Stego3.png 112 51.107
Cover4.jpg 157 Secret4.jpg 7 Stego4.png 190 51.164
CoverS.png 3.070 SecretS.jpg 4 StegoS.png 482 51.146
Cover6.png 138 Secret6.jpg 3 Stego6.png 58 51.187
Cover7.png 133 Secret7.png 3 Stego7.png 52 51.140
Cover8.png 125 Secret8.png 8 Stego8.png 47 51.139

Qrom the test results in table 1, showing a good PSNR value of more than 40 db. The format also
affects the Stego-image file size, the png cover format will produce a smaller stego-image size than
the cover, while the jpg format produces more file sizes big of cover.

Comparasion Chart Between Cover Size and Stego-Image Size
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Figure 5. Comparison of File Cover Size and Stego-Image Size

6/9



ICASMI 2018 1OP Publishing

IOP Conf. Series: Journal of Physics: Conf. Series 1338 (2019) 012063  doi:10.1088/1742-6596/1338/1/012063

Qigure 5 shows that the size of the stego-image file resulting from insertion of cover images and
secret images can have larger and smaller stego-image file sizes, depending on the size of the secret
image. Whereas for cover images with png format will produce stego-images with a lower size
because of the influence of conversion to grayscale.

Grade PSNR
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6 & © O © 6o © ©®
S AP A MR Lt P Pt
O O O & O 8, O &
£ o o F F F P P
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Figure 6. Results of Calculation of PSNR Value

The PSNR of the stego-image generated by the Center Sequential Technique method produced
PSNR more than 40 db. From figure 6, the highest PSNR value is almost 52 db and the lowest value is
not below 51 db. This shows that the Stego-image generated by the Center Sequential Technique
method to produces a good image quality, so that the image does not change significantly.

3.2.2. Robustness

Trials in this section are the core of the research. Robustness trials are carried out by attacking the
Stego-image through cropping from various positions and then extracting the Stego-image to see
whether the secret image can still be reproduced or not.

Table 2. Cropping Testing Results

Stego-image Crop Position % Crop Extraction
Stegol.png Left 10 uccess
Stegol.png Right 10 Success
Stegol.png Bottom 10 Success
Stegol.png Top 10 Success
Stegol.png All Position 10 Success
Stegol.png Left 30 Success
Stegol.png Right 30 Success
Stegol.png Bottom 30 Success
Stegol.png Top 30 Success
Stegol.png All Position 30 Success
Stegol.png Left 50 Success
Stegol.png Right 50 Success
Stegol.png Bottom 50 Success
Stegol.png Top 50 Success
Stegol.png All Position 50 Success
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jtego—ima ge Crop Position % Crop Extraction
Stegol.png Left >=60 Failed
Stegol.png Right >=60 Failed
Stegol.png Bottom >=60 Failed
Stegol.png Top >=60 iailed
Stegol.png All Position >=60 ailed

Image Cropping vs Image Extraction

120%

s \ _—

§
T \ /
=
E 60%
3 N
)
g 40% / \
20% / \
= 1 2 3 4 5 6 7 8 9 10
Crop 10% | 20% | 30% | 40% | 50% | 60% | 70% | 80% | 90% | 100%
Extraction 1 1 1 1 1 0 0 0 0 0

=== :Image Cropping Percentage : Extraction Value, 1 = Success and 0 = Fail

Figure 7. Cropping Test Results

Test results in table 2 and figure 7 show that images on the stego-image can be trimmed from left,
right, top, bottom and all trimming positions. The proposed new method can prove that the Stego-
image uses the Center Sequential Technique method to extract the process even though the Cropping
attack has been done up to 50%, but the extraction process cannot be done if the Cropping attack is up
to more than 60% this is due to the image the message planted on the Steganography Cover is in the
middle position so that the message image will be cut off and cannot be extracted.

4. Conclusion

Based on the discussion and testing carried out, it can be concluded:

1. Image quality generated from the Center Sequential Technique Method has a PSNR value with an
average of more than 50 db.

2. The Center Sequential Technique Method has resistance to Cropping attacks from the left, right,
center, top and all positions and has a cropping ratio resistance of more than 50%.
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