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MONITORING AND CONTROL SYSTEM WITH A
CLIENT-SERVER MODEL BASED ON INTERNET OF

THINGS (I0T)

ABSTRACT: Safety and comfort are the needs that all humans want to get. Meanwhile, the
crime rate is increasing. [ lherefore, we need a remote monitoring and control system. This
research offers a home monitoring and control system with a client-server model using
NodeMCU ESP-12E. The equipment designed can be used to monitor the condition of the
house through sensors installed in each room. Home monitoring includes motion detection
using a motion sensor, detection of the condition of the house door using a magnetic sensor,
and remote door locking using a solenoid. The syslin can be used offline or online using an
Android smart phone. The communication model used on client-server using the transport-
layer protocol is User Datagram Protocol (UDP), so the server can communicate
simultaneously on two clients with the fastest average response time is 0.653 seconds.
Communication model between a server and a cloud uses the Transmission Control Protocol
(TCP) so that the data sent or received by the server through the internet more reliability. The
cloud used is Firebase which has real-time database facilities and historical data. On the State
of the online, sensor response time average is the fastest on an android is 3.898 seconds,
response time control the fastest average on a client is 7.157 seconds and the control response
time average is the fastest on an android is 9.495 seconds.

KEY WORDS: IoT, client-server, control, monitoring, android, and NodeMCU ESP-12E

1. INTRODUCTION

Home is where we live to meet daily needs. Along with the developmen@@f the current
times, many are using the electronic system inside the House or building. Home security
technologies in use today's web-based, so a home security monitoring is only when the owner
opened the web address. Homeowners do not know the condition of the House directly, so that
when there is a danger, houses can't be prevented timely or unwanted things happen.

One of the solutions to find out the conditions of security and home control each time then
needed a tool that can monitor the application via Smartphone with an internet connection using
the concept of the Internet of Things (10T), so that users can know the State of the home each
time with great distances via the internet network. This concept is where objects with other
objects can communicate or any embedded with sensors connecfdd through a network of the
internet [1]. One of the services used in the concept of the [oT is Firebase. Firebase is a Cloud
Service Provider (CSP) and a Backend as a Service (BaaS) owned by Google which allows
users to store data and read data in real time [2, 3]. So we don't need to build features from the
beginning so we can focus to develop loT-based applications easily without the need to create
a cloud of his own.

Previous research has been carried out by Nama who designed a surveillance system over
the internet using a BCM 2835 micfcontroller and sent notifications via a short message
service [4], and Despa who designed smart monitoring of electrical quantities based on single
board computer BCM 2835 [5]. Other research was conducted by Nurfaif who designed a smart
home using Raspberry Pi through the Global System for Mobile Communication (GSM)
network [6]. Other research has also been carried out by Kodali whose home security system




uses the CC3200 IT microcontroller. The system works on a single microcontroller with
sensors via cables and sends notifications via telephone calls [7]. Subsequent research was
carried out by Malche who designed a monitoring system via the MQTT-based internet web

8].

On this research designed to make home security maintaif§f§d by monitoring the condition
of the House, turn on the blower when there were LPG gas, electronic door lock control and
home owners can control the electric light in each room through the application Android with
the network the internet (online) or local network (offline). The following is a related journal
references in this study are as follows:

2. THE PROPOSED SYSTEM

This research uses firebase to facilfate the communication of mobile and Web applications.
Firebase is a Cloud Service Proffliler offered by Google to facilitate the development of mobile
and web applications. Fircbase has real-time database facilities and historical data. The block
diagram of the monitoring and control equipment designed through this research is shown in

Fig. 1.
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Fig.1 Block diagram of system design

The client consists of some sensors, each of which is connected to NodeMCU ESP-12E.
Client 1 is the MC-38 magnetic sensor and HC-SR505 motion sensor, the client 2 is a HC-
SRS505 motion sensor, and the client 3 is a HC-SR501 motion sensor and MC-06 gas sensor.
Each client is connected to NodeMCU ESP-12E which then connects to a server in the form of
NodeMCU SP-12E as well.

2.ldntemet of Thing

Internet of Things is a concept where certain objects have the ability to transfer data through
the Internet network. This process does not require interaction from humans to humans or
humans to a computer or run automatically with the program. The constituent elements of loT
are artificial intelligence, sensors, connectivity, and various devices that are small in size.

Control and monitoring from very long distances can be done using [oT through the internet
network. Sensors on the client side feel the phenomena that occur around it and send data to
the microcontroller to be processed into information. Information from the microcontroller is
then sent through the internet to the user's smart phone. Smartphone users can provide actions
in the form of controlling from remote.

2.2. Firebase

Firebase is a Cloud Service Provider (CSP) and a Backend as a Service (BaaS) which is
owned by Google. Firebase is the solufibn offered by Google to simplify mobile application
development as well as in the web [2]. We don't need to build features from the beginning so




we can focus to develop IOT-base@hpplications easily without the need to create a cloud of his
own. Firebase has many SDKS that allow to integrate it this service with Android, i0S,
Javascript, C++ to Unity.

2.3. Client-Server

Client-server is a work arrangement in accessing a server on a particular network between
client and server. Data communication on the client-server arrange of interfaces that function
as a place to run database applications. A client-server network is a computer network
architecture where the client device will process the request for data, and the server has the task
of responding in the form of data to the request [7]. The communication model of client and
server network systems is shown in Fig. 2.

request

Client Server

response

request

ient

response

Fig. 2 Client-server network block diagram

The client 1 used for controlling solenoid door locks so we can unlock and lock the doors,
monitor motion and monitor the condition of the door that there is on the front porch of the
House. Client 1 can be installed at the front door of the house. The goal is to be able to open
and @se the door remotely and notify the homeowner if there is someone in front of the house.
The client 2 is used to control the lights in the living room and monitor the movements in the
house. Client 2 can be installed in the living room and used to monitor if there are people in
the house.

3. EXPERIMENTAL RESULT

In this research, the time response of the equipment in responding to sending commands is
compared between when using a local network and the internet network. A local network is a
communication network using a Wi-Fi connection so that gives commands to equipment the
maximum distance is only 10 meters. Communication or giving commands to equipment using
the internet network can be done from anywhere with unlimited distance. Fig. 3 shows a block
diagram of a local network where communication is done between an Android mobile and
equipment via a Wi-Fi AP.

3.1 Client 1

Data response time on client 1 on the local network is shown in Table 1. The response time
is the delay of the action that occurs on the sensor when given command through the local
network. Data is taken from five attempts with the initial condition of the door being closed
and the initial condition of the door is open.
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Fig. 3 Local Network Block Diagram

Table 1. Response time client 1 and android on the door with a magnetic sensor (mc-
38) when offline

Response Time of

. The Initial State of The The Final State of The
No Android
(seconds) Door Door

1 2.24 Closed Open
2 3.55 Closed Open
3 2.88 Closed Open
4 2.65 Closed Open
5 1.65 Closed Open
6 1.78 Open Closed
7 291 Open Closed
8 3.28 Open Closed
9 2.69 Open Closed
10 1.58 Open Closed

Table 1 shows when magnetic sensors (MC-38) given the State of the door with certain
conditions on the local network or offline. Response time where the client sends data or sensor
feedback results to the server and the server data or sensor results broadcast feedback to android
Wi-Fi AP via a network. The value of the response time average Android is 2.521 seconds.

On the server the data processed in the form of JSON data type and then the sensor or result
data broadcast feedback to AP WiFi. Then android listening data from the server via WiFi AP
network and receives data the sensor results.

On android applications listening data sensor results each client from the server via WiFi
AP.the client had arranged time span to send data or sensor feedback results to the server with
a range of 1000ms and span of time servers for broadcast data or sensor feedback results to AP
WiFi i.e. 1000ms. So the total time span minimal required from the client to the application
android through the local network or offline i.e. 1000ms.

The existence of a delay in response time, because when the client sends to the server, the
server is not processing data at the time of the time such as still processing data from the cloud
and a span of 300ms for listening client. When a server sends a broadcast data to android,
android receives data every 1000ms and process data from the cloud conditions firebase.

Table 2 shows that data response time android on client 1, when magnetic sensors (MC-38)
given the State of the door with a particular condition on the internet network or online. The
response time of the android is where the client sends data or sensor feedback results to the
server and the server is writing data to the sensor or the results of the feedback to the cloud
through a network of Wi-Fi AP Firebase. The value of the response time average android is
4.373 seconds.




Table 2. Response time client 1 and android on the door with a magnetic sensor (mec-
38) when online
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Response Time of Android  The Initial State of The

The Final State of The

(seconds) Door Door
1 4.04 Closed Open
2 5.77 Closed Open
3 2.84 Closed Open
4 4.54 Closed Open
5 3.61 Closed Open
6 5.25 Open Closed
7 5.99 Open Closed
8 4.76 Open Closed
9 2.47 @pen Closed
10 4.46 Open Closed

On the server the data results of the sensors or feedback received from the client is processed
in the form of JSON data type and, if the data changes, then the server write data the results of
sensor or feedback to the Firebase network through cloud Wi-Fi AP.

Android app reading sensor data each client from the cloud Firebase. In the client has
arranged time span to send data or sensor feedback results to the server with a 1000ms range
and the span of time the server to write data or sensor feedback results to the cloud through a
network of WiFi AP Firebase with 4000ms range. So the total time span minimal required from

the client to the internet network through the android application or online i.e. 4000ms.

The existence of a delay in response time, because when the client sends data to the server
at the time of that time, the server is still processing the data from the cloud and 300ms for
listening span client and when the server sends a broadcast data to android, android receives

data every 1000ms and process data from the cloud conditions firebase.

Table 3. Response Time Client 1 and android on the sensor motion (HC-SR505) when

offline
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Response Time of Android

(seconds)

SEe®a kW=

38

185
302
309
264
185
129
1.78
203
1.65

The data response time android on client 1 for motion sensors (HC-SR505) was given to
the condition of the moving objects on the local network or oftline shown by Table 3 and
on the internet network shown by Table 4. The response time of the android is where the
client sends data or sensor feedback results to the server and the server data or sensor results
broadcast feedback to android WiFi AP via a network. In this research, data retrieval is
carried out 10 times when the motion sensor senses the object moving. The value of the
response time average android that is 2.3 seconds for a local network and 4.753 second.




Table 4. Response Time Client 1 and android on the sensor motion (HC-SR505) when
online

Response Time of Android
(seconds)
445
5.75
3.54
5.08
5
432
3.54
5.62
4.52
5.71
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Android app reading sensor data each client from the cloud Firebase. The client has
arranged a time span to send data or sensor feedback results to the server with a 1000ms range
and the span of time the server to write data or sensor feedback results to the cloud through a
network of Wi-Fi AP Firebase with 4,000ms range. So the total time spans minimal required
from the client to the internet network through the android application or online is 4,000ms.

The existence of a delay in response time because when the client sends data the results of
a sensor to the server, the server is still processing the data from the cloud and the server has a
server listening span i.e. 300ms. When the server sends data from the cloud conditions firebase
and android are reading data from a cloud firebase every 1,000ms.

Table 5 shows data for the response time of a client and android on client 1, when the
solenoid door lock in execution with Open and Closed conditions on the local network or
offline. Response time on client response time is faster than android because the response time
on the client is the response which the time span between the android data gives instructions to
the server through a Network Access Point (AP) Wi-Fi broadcast and server data instructions
to the client via the Wi-Fi network server. While the response time on android is the response
time of a client after the process and the process of listening time android. Android listening
time process is a time span of listening data from the server via the Wi-Fi AP network. The
value of the response time average client is 0.653 seconds and the value of the response time
averages android is 4.108 seconds.

On the server, data, instructions from android treated in the form of JSON data type and
then the instruction data to the broadcast client, so the client receives the instruction data and
executes it. The server had orchestrated a span to send data to the client with an instructions
range of 500ms. So at least the range of client response time via local network or oftline is
500ms.

On Android, the client sends data measurement results or feedback data to a server with a
span that is 1000ms, the server listening to the client is set up with a span that is 300ms, and
server processing the data of each client in the form of JSON data then Server broadcast to
android apps via the AP with Wi-Fi is 1000ms. So at least the range of response time from
android to the server to the client after that client to the server through a local network to the
android or offline is 1,500ms.




Table 5. Response Time Client 1 and android on the solenoid door lock when oftline

Response Time Response Time

of Client of Android The Initial State of The Final State of

2
4

(seconds) (seconds) Theé.amp The Lamp
1 0.85 4.19 Closed Open
2 08 3.84 Closed Open
3 06 447 Closed Open
4 0.61 3.36 Closed Open
5 0.53 3.8 Closed Open
6 0.74 6.15 Open Closed
7 06 395 Open Closed
8 0.66 395 Open Closed
9 0.54 3.39 Open Closed
10 06 398 Open Closed

Table 6. Response Time Client 1 and android on the solenoid door lock when online

No Timf:fpgl';x ¢ Time Ef‘.’sgﬁzsrfﬁ 4 Thelnitial Stateof  The Final State of
The Lamp The Lamp
(seconds) (seconds)
1 785 14.73 Closed Open
2 10.19 16.71 Closed Open
3 6.8 13.79 Closed Open
4 785 14.39 Closed Open
5 687 1295 Closed Open
6 588 10.28 Open Closed
7 8.24 1503 Open Closed
8 6.94 1144 Open Closed
9 8.82 12.1 pen Closed
10 8.58 1381 Open Closed

The existence of a delay in response time because when android data sending instructions
to a server, the server is still processing the data from the cloud and 300ms for listening span
client and when the server sends a broadcast data to android. Android application to receive
data every 1000ms and server processes the data to the cloud conditions firebase. When the
client next sends the feedback data to the server, the server is still processing the data from the
cloud and the server has a span of 300ms for listening client. When a server sends a broadcast
data to android, android receives data every 1000ms.

Table 6 shows data of the response time of a client and android on client 1, when the solenoid
door lock in execution with conditions Open and Closed on the internet network or online. The
response time on the client is faster than the Android response time because the response time
on the client is the response where the time span between android writes instruction data to the
Firebase cloud, the server reads the Firebase cloud, and the server broadcasts the instruction
Ehta to the client via the WiFi server network. While the response time on Android is the
response time after the client response time process, the server time process writes instruction
data to the Firebase cloud, and the Android time process reads the Firebase cloud. The average
response time of the client is 7.802 seconds and the average response time of the android is
13.523 seconds.




3.2 Client 2

The client 2 is a controller for living room lights and monitoring of moving objects in the
house. Table 7 and Table 8 shows the data for the response time of a client and android on
client 2, when executed with the final State of a particular lamp through the local network or
offline and internet network or online.

Table 7. Response Time to Client 2 and Android on the living room light when offline

No Tim:‘ﬁ“g:}jﬁ’“ Time ﬁfsmff,; g Thelnitial State of  The Final State of
The Lamp The Lamp
(seconds) (seconds)
1 1.19 344 Off On
2 0.93 2.62 Off On
3 0.73 2.87 Off On
4 1.12 461 Off On
5 0.79 3.1 Off On
6 1 483 On Off
7 1.19 326 On Off
8 0.73 471 On Off
9 1.12 499 On Off
10 1.06 2.76 On Off

Table 8. Response Time to Client 2 and Android on the living room light when online

Response Time  Response Time ., 1, o) Seate of The Final State of

No ?:;S}:ZZ: 0{33;?3:;' The Lamp The Lamp
1 8.57 11.58 Off On
2 7.19 938 Off On
3 7.46 956 Off On
4 6.74 9.12 Off On
5 6.67 877 Off On
6 5.96 8.51 On Off
7 8.82 11.07 On Off
8 8.25 10.33 On Off
9 5.69 8.16 On Off
10 6.22 847 On Off

The average client response time for the living room lights is 0.986 seconds and the average
value of the android response time is 3.719 seconds on the local or offline network. While the
average client response time for a living room lamp is 7.157 seconds and the average value of
android response time is 9.495 seconds on the internet or online.

Table 9 shows the android data response time on client 2, when the motion sensor (HC-
SR505) found the condition of a moving object when used on a local network and the internet.
Response time of the android on the local network is the time response when the client sends
data or sensor feedback results to the server and the server data or sensor results broadcast
feedback to Android WiFi AP via a network. The value of the Android response time on the
local network is 1.411 seconds.

Android response time on internet network is response time where the client sends data or
sensor feedback results to the server and the server is writing data to the sensor or the results
of the feedback to the Firebase network through cloud WiFi AP. On the server the data results
of the sensors or feedback received from the client are processed in the form of JSON data type
and, if the data changes, then the server writes data the results of sensor or feedback to the




cloud through a network of WiFi AP Firebase. The value of the response time averages android
using the internet network is 3.898 seconds

Table 1. Response Time to Client 2 and Android on the sensor motion (HC-SR505)
when offline and online

Response Time of Android Response Time of Android on
No on local network/offline Internet network/online
(seconds) (seconds)

1 1.58 374

2 1.19 483

3 133 335

4 106 3.68

5 145 337

6 092 373

7 1.85 3.89

8 1.57 4.4

9 1.39 399

10 1.77 4

4. CONCLUSION

On a system designed, client response time on offline usage is faster than online. The Offline
use does not require an internet network only through WiFi AP communication with Android
mobile while online requires an internet network to communicate with Firebase which takes
longer. The average response time of the magnetic sensor on client 1 for offline usage is only
2.521 seconds while online usage takes 4.373 seconds. The average response time of the motion
sensor on client 1 for offline usage is only 2.3 seconds while online usage takes 4.753 seconds.
The average response time of the solenoid on the client-side for offline usage is only 0.653
seconds and on Android side is 4.108 seconds while online usage takes 7.802 seconds on the
client-side and 13.523 on the Android-side. For lamp control on client 2, the average response
time takes 0.986 seconds on the client-side and 3,719 seconds on the Android side on offline
use, while online usage takes 7,157 on the client-side and 9,495 on the Android side. The
average response time of the motion sensor on client 2 for offline usage is only 1.411 seconds
while online usage takes 3.898 seconds.

For further research, more sensors such as gas sensors, visual sensors (cameras),
temperature sensors and voltage sensors need to be added to provide more safety for the user.
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